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Secure your IT environments with the powerful security tools of Puppet

About This Book

Pass a compliance audit by showing the concrete state of your systems using Puppet●

Secure your Puppet server to minimize risks associated with misconfigured installations using the●

gdsoperations/auditd module
Attain in-depth knowledge of all the security aspects related to Puppet with the help of a step-by-step●

approach and attain the practical skills required to develop applications

Who This Book Is For

If you are a security professional whose workload is increasing, or a Puppet professional looking to increase
your knowledge of security, or even an experienced systems administrator, then this book is for you. This
book will take you to the next level of security automation using Puppet. The book requires no prior
knowledge of Puppet to get started.

What You Will Learn

Use Puppet manifests to show system compliance and track changes to the operating system resources●

Generate security reports using PuppetDB to show that the systems are up to date●

Automate CIS compliance using community modules●

Configure firewalls automatically based on roles●

Demystify the Puppet SSL stack●

Set up centralized logging with dashboard search functionality using Elasticsearch, Logstash, and Kibana●

Configure your systems to be secure automatically using SELinux with Puppet●

Use Puppet to assist with PCI DSS compliance●

In Detail

As application and server environments become more complex, managing security and compliance becomes
a challenging situation. By utilizing Puppet and the tools associated with it, you can simplify and automate
many of the more repetitive security-related tasks.

Beginning with the simplest cases, you will quickly get up and running by looking at an example Puppet
manifest. Moving on, you will learn how to use Puppet to track changes to environments and how this can be
used for compliance. As your knowledge increases, you will then get to explore community modules and
learn how they can help simplify the deployment of your Puppet environment by using pre-written code
contributed by community members. By the end of this book, you will be able to implement a complete
centralized logging solution using Logstash and community modules.
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From reader reviews:

Herman Nelson:

Throughout other case, little people like to read book Learning Puppet Security. You can choose the best
book if you'd prefer reading a book. Provided that we know about how is important any book Learning
Puppet Security. You can add knowledge and of course you can around the world with a book. Absolutely
right, since from book you can recognize everything! From your country right up until foreign or abroad you
will find yourself known. About simple issue until wonderful thing you could know that. In this era, we can
easily open a book or searching by internet gadget. It is called e-book. You should use it when you feel
weary to go to the library. Let's study.

Madeline Williams:

The book Learning Puppet Security can give more knowledge and also the precise product information about
everything you want. Why must we leave the best thing like a book Learning Puppet Security? Wide variety
you have a different opinion about book. But one aim in which book can give many info for us. It is
absolutely correct. Right now, try to closer using your book. Knowledge or facts that you take for that, you
could give for each other; you could share all of these. Book Learning Puppet Security has simple shape but
you know: it has great and massive function for you. You can appearance the enormous world by available
and read a reserve. So it is very wonderful.

Haley Berg:

The event that you get from Learning Puppet Security is a more deep you searching the information that hide
inside words the more you get interested in reading it. It doesn't mean that this book is hard to comprehend
but Learning Puppet Security giving you enjoyment feeling of reading. The writer conveys their point in
certain way that can be understood by anyone who read the item because the author of this publication is
well-known enough. This specific book also makes your vocabulary increase well. It is therefore easy to
understand then can go together with you, both in printed or e-book style are available. We propose you for
having this kind of Learning Puppet Security instantly.

Cassandra Harvey:

Is it you actually who having spare time after that spend it whole day by watching television programs or just
telling lies on the bed? Do you need something totally new? This Learning Puppet Security can be the
response, oh how comes? It's a book you know. You are so out of date, spending your time by reading in this
brand new era is common not a geek activity. So what these textbooks have than the others?
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